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Risky business
Last year’s cyber attack on Sony Pictures Entertainment was, while shocking
for the film studio, utterly bizarre and intriguing. Who would have thought
George Clooney would lose sleep over bad reviews for his film The Monuments
Men? Or that one Sony producer thought Angelina Jolie was a “minimally
talented spoiled brat”?
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With the leak of several films online, Sony was also the victim of a huge breach
of intellectual property. When it cancelled the planned Christmas Day release
of The Interview, a controversial film about a plot to kill North Korea’s leader
and possibly the reason for the hack, things were looking worse. But after
reneging on that promise and releasing the film both online and in cinemas,
a rosier picture was emerging. Within two days, The Interview had been
downloaded more than two million times and made back a third of its $44
million budget. Two days later, it was Sony’s most downloaded title of all time.
The hack exposed the vulnerable side of such a large and powerful organisation
as it lost control over large amounts of its IP. But it was striking that despite
what happened, The Interview proved popular—perhaps more than it would
have been without the hack—with many people paying to watch it online.
This raised at least two important points for right owners. First, people are
prepared to pay to watch content online, although presumably at a reasonable
price (The Interview cost $5 for a 48-hour rental or could be purchased for
$14.99). And second, even after such a devastating IP breach, companies and
their revenues can recover, even if not necessarily to the ideal point.
But as we find out in this month’s issue of Trademarks & Brands Online, the
threat of piracy means that releasing films only online is still a risky strategy
for content producers, which in itself raises some wider questions about the
threats to IP.
Ed Conlon, Group Editor
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Nestlé has requested that a New York artist
gives up a domain name that the company
claims is being used to profit from its Poland
Spring bottled water brand.
Anthony Antonellis was issued a cease-anddesist letter on January 8 by Nestlé concerning
his domain name polandspringbornbetter.
com. It ordered him not to renew the
registration of the website address when it
expires on February 14, 2015.
In the letter, which Antonellis has published
on his Twitter account, Nestlé claims that the
artist’s domain name “improperly uses” its
trademarks and is likely to lead consumers
to believe that the site is “somehow affiliated
with or endorsed” by the Switzerland-based
company.
The domain name was previously owned
by Nestlé to sell its bottled water product
Poland Spring, which used the advertising
tagline ‘Born Better’. Nestlé has registered
both ‘Poland Spring’ and ‘Born Better’ as
trademarks at the US Patent and Trademark
Office.
According to Whois records, Nestlé
originally registered the domain name in May

@A_ANTONELLIS, TWITTER.COM

Nestlé demands artist gives up Poland Spring domain name

Anthony Antonellis tweets his frustration

2009 but did not renew the registration when
it expired in May 2011.
Antonellis then registered the domain
name in February 2013 to sell bottled water
products with a bracelet inside, for $300. They
are sold under the name Poland Spring Power
Balance.
On the home page of Antonellis’ website he
has stated that the project to sell the Poland
Spring Power Balance products is in “no
way affiliated with, authorised, sponsored or
endorsed by Nestlé or any of its affiliates”.
But Nestlé cites the link on the site to
payment service PayPal as evidence that the

Alibaba and Microsoft sign
anti-counterfeiting deal
security operations, said the company takes
IP infringement “very seriously” and that it
was constantly working with partners and
stakeholders to enhance protection on its
platforms.
The signing comes at a time when Alibaba has
made increased efforts to tackle counterfeits.
At the end of last year, TBO reported that the
website revealed it had spent more than RMB
1 billion ($161.5 million) tackling counterfeit
goods and improving customer protection from
January 2013 to the end of November 2014.
A total of 90 million listings that may have
breached IP rights were also removed from its
websites, the company said. Aside from Taobao
and Tmall.com, Alibaba also owns Alibaba.com.
Microsoft did not respond immediately to a
TBO request for comment. n

360B / SHUTTERSTOCK

Chinese e-commerce company Alibaba
Group and US software business
Microsoft have signed a memorandum
of understanding (MOU) to help protect
consumers from counterfeits.
The agreement is designed to enhance the
security of Microsoft’s intellectual property
rights on two websites owned by Alibaba
Group: Taobao and Tmall.com.
As part of the MOU, the pair will coordinate
on action such as the removal of suspected
counterfeit or unlicensed Microsoft products.
The companies will also collaborate to
raise awareness and educate consumers about
counterfeit and unlicensed software and the
threats they can pose.
“Microsoft is committed to protecting
customers from downloading or purchasing
non-genuine software that expose users to
spyware, malware and viruses that can lead
to computer crashes and network system
failures, loss of personal data and sensitive
business information leaks,” said Tim Cranton,
Microsoft’s associate general counsel.
Ni Liang, Alibaba’s senior director of

www.trademarksandbrandsonline.com

artist “is clearly using our trademarks for
commercial gain, with the inclusion of a ‘buy
now’ button”, according to the letter.
The letter concludes with Nestlé
requesting a response from the artist by
January 18. There was no clear indication
about whether the company would take
further action.
A spokesperson for Nestlé told TBO that it
“has a duty to protect its valuable trademarks
against websites that could raise a likelihood
of confusion”.
Antonellis did not respond immediately to
a request for comment. n

UK man jailed for
selling fakes on eBay
A British man has been imprisoned for three
years after he was caught selling counterfeit items
on auction website eBay and retail site Play.
Trevor Pegg, of Epsom in Surrey, was
convicted on January 15 and must serve at least
half of his three-year term. He made £260,000
($393,000) from the sales.
Pegg, 61, was charged with committing
13 separate offences on December 18 last
year. His charges included participating in
fraudulent business and breaching the Trade
Marks Act 1994.
Between 2010 and 2013, Pegg sold counterfeit
copies of Disney’s The Little Mermaid, and TV
series such as Mrs Brown’s Boys.
Guildford Crown Court heard that Pegg
imported the DVDs from a China-based
e-commerce website called DHgate.com. He
then made his sales through eBay and Play.
“The amount of money laundered was
£500,000. In terms of what this defendant
made it would have been £260,000 and then
he encountered payments to eBay, postage and
packaging, and the like,” Rupert Hallowes, who
defended Pegg, told the court according to the
Get Surrey news website. n
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Sony the lonely:
the hack that
stole Christmas
The cyber attack on Sony
Pictures Entertainment caused
red faces as well as a possibly
significant financial hit, but what
did it say about the importance
attached to the company’s
IP? TBO investigates.

KEN WOLTER / SHUTTERSTOCK.COM

s few will need reminding,
what was supposed to be one
of Christmas 2014’s film hits
became the talking point of
the holiday season for all the wrong reasons
as far as Sony Pictures Entertainment was
concerned. Controversy surrounding its
film The Interview resulted in several Sony
titles being leaked online along with other
confidential material.
The Interview, due for release in the US
on Christmas Day, centred on a fictional
plot in which two US journalists are granted
an audience with North Korean leader Kim
Jong-un, only to be instructed by CIA officials
to assassinate him.
But just weeks before the film’s scheduled
release, Sony was the victim of a cyber attack
that targeted valuable intellectual property.
A host of private emails and confidential
information such as staff members’ salaries,
and several of the company’s soon-to-bereleased films (but not The Interview itself),
were leaked online between November 22
and December 1.
News of the attack made the headlines
worldwide, with some predicting it was the
result of an increasingly fractious war of
words between the US and the country it
claimed was behind the attack, North Korea.
There was a promise of more to come unless
Sony complied with the hackers’ demands to
not screen The Interview. Although little is
known of the group responsible for the initial
attack, another group calling itself Guardians
of Peace hinted at reprisals reminiscent of
the 9/11 terrorist attacks on any cinemas that
showed the film.
On December 17, Sony revealed that it now
had no plans to release the film—a statement
it later reneged on by releasing the film online
(available at a small cost) and with a limited
release at some cinemas, on December 25, its
original intended release date.
Hillel Parness, founder of Parness Law
Firm PLLC in New York, says that those
responsible for the hack took a different
approach from previous hacking cases.
“The hacking of Sony raises a combination
of data privacy issues as well as IP and free
speech rights,” he tells TBO.
This is in contrast to other hacking incidents,
which have focused purely on IP and led to the
dissemination online of unreleased musical
works or films, he adds. One example of this
came in November last year when two UK
men were arrested for allegedly leaking The
Expendables 3 online (they have been released
on bail until May 2015).
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SONY HACK

David Fink, partner at law firm Kelley Drye
& Warren in Los Angeles, notes that the Sony
hackers released previously confidential IP
in an effort to “diminish its value” and cause
financial harm.
As part of the hack, Sony films including Still
Alice, starring Julianne Moore, a re-make of the
musical Annie, and Mr Turner, an exploration
of the life of UK painter JMW Turner, were all
leaked onto file-sharing websites ahead of their
scheduled release dates.
Assessing the damage caused to Sony, Fink
says that although content such as scripts,
artwork and other materials may be protected
by copyright, trademark and other IP laws

TBO Newsletter 01:15

before their official release, maintaining control
over projects, including their development,
marketing and exploitation, is essential to
“achieving full artistic and financial potential”.
Although threats following the online leaks
were extreme, hinting at 9/11 style attacks, it
was probably the projected loss in funds, as well
as a high degree of embarrassment, that left
Sony bosses angry.
The episode even reportedly prompted US
President Barack Obama to push for tighter
cybersecurity legislation in the US.
“We’ve got to stay ahead of those who
would do us harm,” Obama was quoted as
saying by the Reuters news agency in January,

A challenge will be to
protect IP of future
projects—and profits

www.trademarksandbrandsonline.com

adding that “cyber threats are an urgent and
growing danger”.
According to various news reports, the
president is set to advocate legislation that would
improve the way in which the government and
the private sector share information about cyber
threats, and would update the legal framework
required to tackle cyber criminals.
But what impact could any legislative changes
have on IP?
Fink says Obama’s response shows that the issue
is recognised as a “national and international” one,
but adds that it is “probably too early” to know
how far any legislation would really go.
“I think we can assume that we are only at the

SONY HACK
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Hack timeline
Nov 22

Dec 1

Dec 7

Dec 16

Dec 17

Dec 19

Dec 23

Dec 25

Sony computer
systems hacked;
embarrassing
emails between
company
executives
leaked.

Several Sonyproduced films,
including Annie
and Mr Turner,
are leaked
and shared
online, ahead of
their intended
release date.

North Korea
denies
accusations
that it is behind
the leaks.

Hacking group
calling itself
Guardians
of Peace
threatens attack
on cinemas
showing The
Inerview.

Sony cancels
planned
Christmas
Day release of
The Interview,
believed to be
the film that
sparked the
hack.

FBI says
North Korea
orchestrated
hack.

Sony changes
its mind and
says The
Interview will
have a limited
Christmas Day
release.

Film is shown
in some US
cinemas and
released online.

beginning in terms of changes that will result
from this incident,” Fink tells TBO.
Although some people thought Sony was
bowing to pressure by initially shelving plans to
release The Interview, its online release proved
successful. According to a BBC news report,
within two days of its release The Interview
had been downloaded more than two million
times and made back a third of its $44 million
budget. In the four days after its online release,
said the BBC, the film had become Sony’s most
downloaded title of all time.
The film was made available through Google’s
YouTube and Play services, and Microsoft’s
Xbox Video. It cost $5 for a 48-hour rental or
could be purchased for $14.99.
Could it be that a seemingly devastating
assault on valuable IP and confidential
information can actually have created good
publicity for Sony?
Parness says this is “entirely possible” and
that it is “perhaps even likely” that the hacking
incident caused more people to know about
and view the film. But he adds that even if the
“intense publicity” surrounding the film’s online
release helped to generate strong revenues, it
is unlikely that companies will release films
exclusively online in the future due to the
“inevitable” impact of piracy.

KOBBY DAGAN / SHUTTERSTOCK.COM

“Speculation over how
much money the film
could have made in its
current release format
versus its intended
format is a difficult
question to answer.”

www.trademarksandbrandsonline.com

He adds: “The more complicated question
is what impact the manner in which the film
was ultimately released, versus how Sony
originally intended it to be released, had upon
its finances in both the near and the long term.
It is possible—although less likely—that Sony
and the other parties-in-interest made more
money on the film than they would have in
the absence of the breach.”
Fink says this was “not the kind of publicity
anyone would wish for” and that speculation
over how much money the film could have
made in its current release format versus its
intended format is a difficult question to
answer.
“You can find a silver lining in every cloud,”
he says, “but I do not think this is the kind of
publicity that anyone wishes for, including
Sony.”
Fink adds: “The Interview was slated
for a full theatrical release, and significant
resources must have been invested in the
promotion of the film, pre-release. To have
lost that investment by really downsizing the
theatrical release is unfortunate.”
But, he says, the controversy over the film,
even if unintended, served as an alternative
promotional vehicle.
The Sony hack has not only shown us the
vulnerable side of a big corporation but also
the impact an assault on its IP can have.
Although the company may soon get back on
its feet, it may also have felt the negative effects
of its forthcoming films being released ahead
of schedule.
However, there are reasons for the company
to be proud. Millions of people have seen the
offending film who otherwise, perhaps, would
not have. Nevertheless, the episode should
stand as a reminder that prized assets can be
targeted without warning.
Sony Pictures Entertainment did not respond
to a request to comment on this piece. n
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The start of the new year is
appropriate for a performance
review, so David Taylor, partner
at law firm Hogan Lovells,
assesses the popularity of the new
gTLD sunrise periods and the
progress of the UDRP and URS.

J

anuary 2015 saw the total number
of domain name registrations across
nearly 500 new generic top-level
domains (gTLDs) reach four million. In
the same month, about 400 new gTLD related
complaints had been filed under the Uniform
Domain-Name Dispute-Resolution Policy
(UDRP) or Uniform Rapid Suspension system
(URS). These figures give us the opportunity
to consider whether we are seeing the high
levels of cybersquatting many predicted, or in
fact witnessing just a few unscrupulous third
parties seeking to usurp brands and prey on
unwitting consumers.

www.trademarksandbrandsonline.com
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We can also ask the following questions.
Are sunrise periods for brand owners proving
as popular as they once were? How is the
traditional UDRP coping? Is the new kid on
the block, the URS, living up to expectations?
ICANN’s new gTLD programme inevitably
provides a challenge to brand owners that
requires a reconsideration of their intellectual
property strategies online. The surprisingly
high number (1,930) of applications received
by ICANN was later reduced to 1,466, as
around 400 were withdrawn and 68 rejected.
The first new gTLDs were cleared to proceed
on to the internet in October 2013. Since
then several new gTLDs have launched, first
to brand owners and then to the general
public, every week throughout 2014. This
will continue in 2015 and 2016 and, more
than likely, in 2017.
At the turn of the new year 483 new gTLDs
had been delegated, but there remain another
983 working their way through the ICANN
new gTLD process. Of the 483 new gTLDs
delegated so far, 352 have already announced
sunrise periods; 321 of these periods are now
closed.
Table 1 contains examples of new gTLDs
that recently opened their sunrise periods.
Before we look at the rights protection
mechanisms (RPMs) available to deal with
registrations that appear to be infringing,
it is worth looking at the sunrise periods
themselves to see how popular they have
been for defensively registering brands.
It is clear that new gTLDs are receiving far
fewer sunrise applications than in previous
TLD launches. We have gone from hundreds
of thousands, to tens of thousands, to
thousands at best, and hundreds on average.
The principal reason is a change in brand
owner strategy: choice was more limited
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before and the TLD launches were spaced out
in time, rather than opening in parallel.
For example, for .eu, which launched at the
end of 2005, the sunrise period had 346,218
applications. For .asia, the sunrise period
for which opened in 2007, there were 30,780
applications, more than ten times fewer.
While there are a similar number of
trademarks in the Trademark Clearinghouse
(TCMH)—30,902—allowing participation in
every new gTLD sunrise period, this is not
translating into equivalent numbers of sunrise
applications in each new gTLD. To date we are
seeing very low numbers of applications being
filed during each new sunrise period, generally
in the hundreds in each new gTLD.
This is not surprising given a saturated
market and the sheer number of new gTLDs
coming online. It also shows that strategies
have changed—they had to—and that brand
owners are generally playing more of a waiting
game, watching to see whether their brands are
actually infringed in the new gTLD space.
It may also be partly due to another aspect of
the TMCH: when someone wishes to register
a domain name that matches a trademark
in the TMCH, that person is alerted to those
rights and he/she then needs to acknowledge
those rights before completing the registration.
This may be providing a deterrent factor to
would-be infringers. The owner of any mark
in the TMCH also benefits when a domain
name that is identical to the mark has been
registered, as the right owner is alerted to
possible infringement.

Using protection
The mechanisms available to recuperate a
domain name, other than court action or
negotiation, are essentially two administrative
procedures designed specifically for dealing

www.trademarksandbrandsonline.com

with domain name infringement: the UDRP
and the URS.
The UDRP has existed for more than 15 years.
The main provider of the policy, the World
Intellectual Property Organization (WIPO), in
January saw its 30,000th complaint decided. The
complaint was filed by online auction site eBay
concerning 1,153 domain names, and was the
second largest UDRP complaint ever. Mandatory
for all gTLDs (including existing ones such as
.com), the UDRP generally produces consistent
results, although perhaps not as fast or cheaply as
many right owners might hope.
Before the new gTLDs launched, those in
ICANN’s IP community thought that the
UDRP would not be sufficient in a domain
name system comprising hundreds and
perhaps thousands of new gTLDs. As a result,
the URS was created to assist right owners
that encounter the most clear-cut cases of
infringement.
The URS offers a lower-cost, faster path
to relief than the UDRP, but it offers the
suspension of a domain name as a remedy
rather than a transfer. It is mandatory across all
new gTLDs but does not apply to earlier gTLDs
such as .com or .net.
It includes a number of compromises in
policy and procedure that seek to protect
genuine registrants from inappropriate use of
the URS, although some would argue that the
URS is not as robust as it could be. In particular,
looking at the numerous possibilities for
registrant appeal, while they may counter
the actions of an overreaching brand owner,
the question is whether they will shelter a
cybersquatter who is taking advantage of the
procedures available, and therefore hinder the
efficiency of the process.
For instance, when a respondent/registrant
has been given 14 days to respond to a

NEW gTLDs
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Table 1: New gTLD strings that opened their sunrise periods in January 2015
gTLD string

Sunrise opens

Sunrise closes

.frl

Jan 1

Feb 1

.lgbt

Jan 5

Feb 4

.doosan

Jan 12

Mar 15

.firmdale

Jan 12

Mar 13

.samsung

Jan 12

Mar 15

.vote

Jan 13

Feb 12

.voto

Jan 13

Feb 12

.pharmacy

Jan 15

Mar 16

.kred

Jan 16

Feb 15

.alsace

Jan 19

Mar 20

.tires

Jan 20

Mar 21

.flowers

Jan 26

Mar 27

“The URS and
UDRP appear to
be equally popular
for complainants.
Whether one should
file a URS or a
UDRP complaint
needs to be
considered carefully.”
complaint but has failed to do so, the registrant
can file a late response free of charge at any
point in the following 30 days. That means a
successful complainant still has to wait to see
what the registrant may do in that month.
The remedy provided by the URS is a
temporary suspension for the duration of
the registration period, with the possibility
of a successful complainant extending this.
It can be thought of as a mini-UDRP, as it
has the same substantive requirements but a
higher burden of proof, requiring “clear and
convincing evidence”. With a filing fee of $375
compared to $1,500 under the UDRP, the URS
is certainly cheaper.
The first use of the URS was in a case brought
by Facebook in September 2013, concerning
the domain name facebok.pw, which Facebook
later won. This was filed by the National
Arbitration Forum (NAF), one of only two
providers appointed by ICANN to operate the
URS, the other being the Asian Domain Name
Dispute Resolution Centre (ADNDRC).
Is the URS as robust as it could be? Only

time will tell, but if one looks at the URS
cases filed to date we have an indication of its
usefulness. If we look at roughly the first year of
its operation through to November 2014, there
have been 195 cases filed with the NAF and the
ADNDRC. More than 50% of those cases were
defended, but the success rate for complainants
stands at around 90%.
Only ten cases were appealed against. Of those
three succeeded, thereby returning the domain
names from suspended status. Domains that
were successfully defended include finn.sexy, as
‘Finn’ is a common name. In some instances the
registrant retained the domain name even though
it did not file a response, such as in the case of
branson.guru, where there was no evidence of
fame or targeting.
If we look at the new gTLD-related UDRP
cases filed over the same period, the total is
almost identical to the number of URS cases,
standing at 186 cases. When looking at WIPO
figures alone, 45% of complaints have been
defended, which is considerably higher than
the typical rate of around 25%, but there was a
success rate of 100% for complainants.
At this stage the URS and UDRP appear to
be equally popular for complainants. Whether
one should file a URS or a UDRP complaint
needs to be considered carefully. Factors to
consider include the time available, the costs,
the number of domain names, and whether or
not you want the domain name(s) in question
in your portfolio.
If a company is seeking to protect a core
brand and the domain name points to an active
website that may be a risk to consumers, or
affects sales or goodwill, then I would tend
towards filing a UDRP. But if it’s a ‘typo’ domain
name or one of no or little interest, then the
URS may be the appropriate way forward on a
cost basis alone.
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With the UDRP and URS, the number of
cases filed via each procedure is presently
fairly equal. The success rate via the UDRP is
slightly higher, and that seems to be due in
part to the URS having a higher burden of
proof, resulting in some cases that are not so
clear-cut being refused. Also, however, and
importantly, one has to get the complaint
right. This may sound simple but numerous
UDRP filings are deficient when filed, and
the complainant is given the opportunity to
correct that deficiency. However, with the
URS there is no opportunity to amend a
complaint.
Many argue that the URS’s remedy of
suspension rather than transfer is actually a
‘non-remedy’. However, not all brand owners
wish to acquire and have to face the cost
of managing typosquatted domain names
that have no intrinsic value. The UDRP is
arguably the appropriate mechanism in cases
where the domain name is causing significant
consumer harm, or lost sales or goodwill.
In any event the URS is the new kid on the
block in terms of an enforcement tool and
we will have to wait and see how successfully
it is used, and whether it proves to be as
effective as many hope. As it stands today it
is a complement to the UDRP. In the future,
we may see both the URS and the UDRP
evolve and I wonder whether they may end
up becoming more formally merged with
one dovetailing into the other. Both are
earmarked for review by ICANN.
The January 2015 figures (four million
domain names registered across 500 gTLDs)
have given us some indication into the
behaviour of registrants in the new gTLD
space. In turn, the 400 complaints filed give
us an idea of the abusive registrations being
made. It is also clear that brand protection
online has altered. At this stage brands are not
defensively registering domains to the extent
that they once did; and with fewer complaints
than gTLDs, we have not seen the large scale
cybersquatting many predicted.
But, having said that, brands have faced
higher costs under the new gTLD programme,
even with limited defensive registration
strategies and a lack of cybersquatting. The
problem of cybsersquatting still exists in its
most basic form, as some third parties take
advantage of the opportunity that these new
gTLDs bring, and abusively register brand
names. n
David Taylor is a partner at Hogan
Lovells. He can be contacted at:
david.taylor@hoganlovells.com
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Brand owners are
increasingly employing
user-generated content
in their advertising
campaigns, but they
should behave in a
legally responsible
way when doing so.
Adam Rendle
of law firm Taylor
Wessing reports.

Use your
head

T
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he inclusion of user-generated
content (UGC) in advertising
campaigns is becoming more
common and is set to increase this
year. The attraction is obvious. There surely
cannot be a more authentic way of advertising
your brand, product, event or service than
by using material created by your own
customers, particularly when they already
have a substantial number of followers.
A recent high-profile example of a brand
using UGC is Coca-Cola’s ‘Share a Coke’
campaign. Burberry’s ‘Art of the Trench’ is
another example. The campaign solicited
and used fan-created photographs of people
wearing their Burberry trench coats.
The Rugby Football Union in England has
also seen a substantial level of engagement
with its ‘#carrythemhome’ campaign around
international rugby matches. It’s a longterm social media-led campaign aimed at
engaging fans, and broadening the focus and
reach beyond matches, working with clubs
and targeting people who are not traditional
social media fans, and based around a central
idea with supporting activity involving
public relations and social media.
Companies such as Storyful are searching
and engaging with the social web to find,
aggregate, verify, clear and license content
for brands to use in their campaigns.
The types of UGC that may be used fall
roughly into two categories: commissioned
and native. Commissioned UGC is created
on the social web in response to a call to
action by a brand (eg, featuring a brandcreated hashtag). Native UGC is created
without that call to action.
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There is a myth in some circles that, just
because a piece of content has been uploaded
to a site such as Twitter, Facebook, YouTube or
Instagram it is free to use without restriction
and without reference to or permission from
the original uploader. This myth overlooks
one core legal concept: copyright. Uploading
content to the social web does not strip that
content of copyright protection and the need
to obtain the consent of the copyright owner
to use it. Securing the relevant permission is
at the core of ensuring that UGC is used in a
legally responsible way.
Although the uploader is likely to have
granted a wide and all-encompassing licence
for the platform (and other users on the
platform) to use his or her content through
the platform’s terms of service, the licence is
unlikely to cover off-platform uses.
For example, the licence granted by uploaders
on YouTube to users of its services is only to
“access your content through the service, and
to use, reproduce, distribute, prepare derivative
works of, display and perform such content to
the extent permitted by the functionality of the
service and under these terms”.
There is even a restriction on commercial
use of the YouTube service: “You agree not
to access content for any reason other than
your personal, non-commercial use solely
as intended through and permitted by the
normal functionality of the service.”
The
possible
reputational/customer
relations risks of using customer/fan content
without permission are obvious: a customer
may not expect or want his or her content to
be adopted in an advertising campaign. For
example, the uploader of a ‘no make-up selfie’
photograph on Facebook may be shocked to
see her face in a magazine advert. Annoying
brand ambassadors who are, potentially
without encouragement, participating in an
online conversation about your brand does
not seem to be good public relations.
Savvy UGC creators who have not granted
permission may also try to capture some
of the value of their content by claiming
damages. The more that uploaders are paid
for their permission (and there are agencies
that monetise this content for uploaders), the
greater the risk that a user whose permission
was not obtained can successfully sue for
substantial damages.

Using UGC
The first stage of using a piece of UGC
is to verify the content. There are at least
two parts to this.

“It would be
unfortunate to
secure a form of
permission and
then later discover
that the actual
copyright owner has
not been consulted.”
First, the brand needs to verify that the
person it is seeking permission from (typically
the uploader) is the owner of the copyright
(typically the person who created the content).
Although the uploader may be the person
whose name or online alias is attached to the
content, this is no guarantee that he or she is
also the owner of the copyright.
Appropriate enquiries should be made such
as, did you take the photograph and, if not, who
did? It would be unfortunate to secure a form
of permission and then later discover that the
actual copyright owner has not been consulted.
The brand also needs to verify that there is no
third-party content embedded in the UGC that
needs separate licensing. If a user has captured
some music in a video, for example, and that
video is then used in advertising without a
licence then, unless an exception applies, there
is a real risk that the brand would receive a claim
for at least a synchronisation licensing fee.
Once the UGC has been verified, it may be
helpful to remember the four ‘Cs’ of clearing
UGC: control, credit, cash and conversations:
1. Control—copyright gives creators the right
to control what happens with their content
and who can use it and where. An uploader
can therefore legitimately say that he or she
has the ability to control where and how the
content is used.
2. Credit—for some uploaders, having their
name, or perhaps Twitter handle, credited
alongside the use of their content may be all
that they want in return for their permission.
If permission has not been sought for
whatever reason, crediting the creator may
reduce the practical risk of a complaint.
3. Cash—some UGC can be valuable,
particularly if it is scarce and/or becomes a
viral hit. An uploader might, understandably,
ask why a brand should be able to generate
value from his or her content without having
to pass on some of that value. So it would not
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be a surprise to see uploaders getting wise
to the earning potential of their content,
particularly as agencies that create a market
for content develop, and demanding some
cash in return for their permission.
4. Conversations with uploaders are what
convert the first three ‘Cs’ into usable
UGC. The conversations need to happen
quickly and in real time, which can only
happen if the brand (or its agency) is well
prepared and ready to secure appropriate,
comprehensive and robust permission with
minimum fuss. Getting the conversations
right is key to making timely and legally
responsible use of UGC.
Brands also have to decide when the
conversation should take place. For native
UGC, it can only happen after the brand
has found and chosen the content; an
approach should then be made to the
creator. With commissioned UGC, there
are more potential contact points, starting
with the call to action. How the outreach
looks, when it is made and what it intends
to achieve will be matters for each brand
and campaign.
Once the UGC has been verified and
the copyright cleared, the usual advertising
copy clearance process will also need to be
completed. For example, has rule 6.1 of the
Committee of Advertising Practice Code,
which “urges” the obtainment of written
permission before referring to or portraying a
member of the public or his or her identifiable
possessions, been complied with?
Does the advert interfere with an
individual’s reasonable expectation of privacy,
without a public interest in doing so? Is
there any suggestion of a false endorsement
by a celebrity? Has the content been created
in circumstances making it unlawful to do
so? These issues can also, at least in part, be
dealt with as part of the conversation with the
uploader but clearances from a wider range of
people may also be required.
Using expert, dedicated teams experienced
in handling, verifying and clearing UGC, with
ready-made outreach materials and licensing
terms to hand, is the best way to operate in
this environment to secure the necessary
permission. Brands that use the quickest,
clearest and most comprehensive clearance
strategies are likely to achieve a competitive
advantage in being able to make the best use
of UGC. n
Adam Rendle is a senior associate at
Taylor Wessing. He can be contacted at:
a.rendle@taylorwessing.com

